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1
Decision/action requested

This pCR updates and cleans-up Clause 5.1.6 Tenet #7: Data collection to improve security posture in TR 33.894.
2
References

[1]
3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks


(Release 18)’.

3
Rationale

Tenet 7 on ‘data collection to improve security posture’, has been evaluated and the evaluation summary is provided as part of TR 33.894. The evaluation summary inline to Tenet 7 lists the the need to facilitate data collection, the processing of data (which is left to operator specific implementation) and how the gained insight can be used to leverage security by policy creation and enforcement in 5G core. Therefore, with the related clarifications this contribution cleans-up the hanging EN in tenet 7 as the evaluation is complete and the related scope information is clarified already in the related description.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894

*****Start of Change 1*****

5.1.6
Tenet #7: Data collection to improve security posture
5.1.6.1
Description 
According to tenet 7 titled, ‘The enterprise collects as much information as possible about the current state of assets, network infrastructure and communications and uses it to improve its security posture’ in [2] describes that, “An enterprise should collect data about asset security posture, network traffic and access requests, process that data, and use any insight gained to improve policy creation and enforcement. This data can also be used to provide context for access requests from subjects (see Section 3.3.1).”.
Security posture data collected from the network should be used for periodic review and improvement of an applied Zero Trust Architecture’s policies.  These improvements include the creation of new policies and enforcement of existing policies.
5.1.6.2
Relevant security mechanisms 
There are currently no standard procedures for data collection to improve overall core network security posture.

5.1.6.3
Evaluation 
Tenet 7 is an overall directive for operator network to:

- facilitate data collection related to security posture, control plane network traffic (i.e., message exchanges between NFs) and access requests, 
- processing of data (based on operator specific implementation), and 
- use any insight gained to improve policy creation and enforcement (based on operator policies) in the 5GC.


The data collection from NFs and related security analysis outcome considerations can help to apply more fine grained security policies in 5GC which needs standardization efforts. Collection of data from sources outside the 3GPP’s scope and its processing to perform security analysis to further enrich the security analysis performed from NFs is upto the operator implementation and outside the scope of 3GPP.
*****End of Change 1*****

